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A D00 Inilal Comment A 000
The following reflects an Amended findings of the .
Department of Public Health during the :
investigation of an entity reported incident. l
Entity reported ncident number CA00281678 - f
Substantioted |
Reprasenting the Department: '
Snielah Creus, RN, HFEN
The inspection was fimited to the specific entity
reportad incident investigated and does not i
repmaaﬂmaﬁnmgaofafulimpechonafﬁre ;
facility. I
A 017 1280.18(a) Health & Safety Code 1280 FV N —
E:ao)s:gahlg'mwd pursuAt 1o Secton 1204, | T ckowing planof correction indhudes:
1250, 1725, or 1745 shall prevent unlawful or |
unauthorized zccess to, and uss or disclosure of, i - | How the correction (s) will be accomplished,
patients' medical information, es defined in ! both temporarity and permanently.
strxlgdivlshn (@) :fdgacﬁon 58.05 of the Civil Code °
and consistent Section 130203, The Temporary correction of the facility’s failure to
W after iﬂw , ey m an . prevent unlawful or unauthorized access
sactonalun b AmaEotoea tles ; il jded:
($25,000) per patient whosa medical information |
was or without authorization accessed, e |mmediate restriction of access to
used, or disclosed, and up to seventeen ) Patient 1's radiologic exam in the
thousand five hundred dofliars ($17,500) per . electronic medical record (PACS system)
subsaquent occumence of unlawful or : : was performed by the Director of
unatthor mmm use, or ?:Isdoaue Ofﬂgthe : Radiology.
lnl vestigation, the minlnimaﬁemun. &m the | e {mmediate restriction to Patient 1’s
clinic's, heaith faciiiy's, agency's, or hospice's paper medical record was performed by
history of compliance with this section and omq- i the Director of Health Information.
related state and federal statutes and reguiations, ;
the extent to which HWIR! / poe
I [ 23465

AT %%/gz x};b
mmmmmmm‘rﬂi /r-J

¥ cortimetion tof§



PRINTED: 11/16/2011

A017 Continued From page 1

and Dok preventative action to immediataly
comect and prevent past violations from rawmng.
and factors outside its control that restricted the
facility's ability ta comply with this section. The
depariment shall have full discretion to consider
all factors when determining the amount of an
administrative penally pursuant to this section.

This Statute 8 not met as evidenced by:

Based on record review and interview, the facillty -
falled to maintain the privacy and confidentiality of
Patient 1's medical record. Two hospital
employess (Employee A and Emplayee B),

in IywcessedPaﬁemi'seiecbmic
medieal records without the authorization of the
patisnt.

Findings:

On January 24, 2011, an unannounsed visit was
made atmafadiﬁywmﬁaalaahdlﬂr

facllty letter to the Department da
6, 2010, hdbawdmmemmanhpraper
msb?ﬂemwmpumdtumgmphy{ﬂ
Scan) (imaging mathed that uses x-rays to create
cross-sactianal plctures of the body) results by
two staff membars.

Patient 1's clinical record was reviewed on
January 24, 2011, st 1:25 p.m. The Admission

Face Sheet 1 was admitted to
the facifity on 2040.
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¢ Presentation to Department Managers
on Federal and State regulations
regarding protected patient information
was provided on Dec. 2, 2010.

a Employee A was interviewed and
disciplined on Dee. 10, 2010. Employee
A completed the corrective action as
requested by the hospital on Jan. 14,
2011,

» Employee B was interviewed and
disciplined on Dec. 13, 2010. Employee
B completed the corrective action as
requested by the hospital on Dec. 23"
and Dec, 24™.

o  All emplayees were required to sign the
revised Emplayee Nondisclosure
Agreement.

= All employees were required to
complete the mandatory education on
HIPAA and Health and Safety Code
Section 1280.15 by June 30, 2011.

Permanent correction of the fadility’s failure to
prevent unlawful or unauthorized access
includes:

* All employees are required ta sign the
Employee Nondisclosure Agreement
during their annual employee
evaluation.

» All employees are required to complete
the mandatory education on HIPAA and

Theﬂcﬁb&wmentﬁﬂad‘mldiﬁm’iof
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The facility's statement of event datad Dacember
8, 2010, indicated that two individuals had
accessed the computed tomography (CT) exam
(en imaging method that usea X-ays to creats
cross-geclional pi of tha body) of Patient 1
on| 201010 confirm that Patient 1
had & CT exam done at the facillty. The staff had |
accessed electronleally the result of the CT scan .
of Patient 1.

The Employea file for Employee A, a registered
nurse (RN) was reviewed at 1:50 p.m, The
"Employee Nondisclosura Agreement” dated July
4, 2010, was gigned by Employee A. The
document indicated "I will not access, raview or
view patient Information without a direct need for |
that information in order to perform my job duties. .
| must have a "need to know the protected ;
Information” to obtain the information.” A revised
version of the form was signed by Empioyea A on .
December 8, 2010.

A "Memorandum" dated December 10, 2010, was
Issued to, and acknowledged by, Employee A,
The Memorandum Indicated that Employee A
was one of tha staff members who opened the
medical record of Patient 1, violating the facility’s
sirict compliance policies with reapect fo the
patients privacy, The document indiceted thatas -
@ healthcare professional, access to a patient's |
medicai record ehould be within the course and -
scope of her job duties. [
]
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2010 at 4:30 p.m., (ndllested the faciity was i
committed 10 protacting the medical information | Health and Safety Code Section 1280.15
about the patient. The facilty would obtainthe | on an annual basis by June 30th.
patient's written authorization 10 release ! = Director of Health Information/Privacy
information ,glr nmerﬂ:an_basln information Officer provides information on HIPAA,
caneeming the patien ; DRMC’s Patient Privacy Practicas, and

Health and Safety Cade Section 1280.15
at new employee orientation and has
employees sign the Employee Non-
disclosure Agreement.

e Director of Health Information/Privacy
Officer provides high risk areas with
HIPAA, DRMC's Patient Privacy
Practices, and Health and Safety Code
Section 1280.15 information at their
departmental meetings.

A description of the monitoring process to
prevent recurrence of the deficiency.
Compliance will be menitored through systems
and record audit as part of the Radiology
Department’s Performance Improvement
program beginning on November 1, 2011,

e The Director of Radiology will analyze
and oversee the audit results.

= The monitoring measures incdlude the
following:

1. Review of access to Radiology PACS
(Picture Archiving Communication
Systemn) by users and departments.

2. Purpose of the access to individual
records,
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The Employee file for Employes B, radiology !
technologist, was reviewed at2:33p.m. Tha '
*Employee Nondisolosure Agreement” dated
January 6, 2009, was signed by Employes B.

The docurment indicated "I will not access, review
or view patient information without a direct need
for that information in order to perform my job
duties. 1 must have a “need to know the !
protectad information” to obtain the infermation.” .
A revised version of the form was signed by :
Employes B on Decamber 2, 2010.

A "Memorandum” dated December 10, 2010, was
lssued to, and acknowiadged by, EmpbweB
The Memorandum Indicatad thet Employee A

was one of the staff marnbers who operied the
medical record of Patient 1, violating the faciiity's

siriet compllance with respect (o the
patients privacy. document indicated that as
a healthcare access to a patients |

professional,
medical record should be within the course and !
scape of her job duties. :

Employeae C. was interviewed on January 24, :
2011, &t 2:20 p.m. He siated that he had asked a
staff member fo possibly change Patient 1's .
name on the hospital's computer as "also known
as (AKA)" to protect Patient 1's kientily. Hewas
notiflad that Patient 1's radiology result was
accessed by 2 employees withaut autherization.
%byeeﬁ;ﬂ:ﬂhdﬂﬁlduﬂggxmw i
loyee Empioyee reason given i
by both employees o the unauthorized aocess of |
the radiology result was "just to establish™ that
Patient 1 was &t the facility.

A letier gem by the facifity to Patient 1, dated
December 1,
informing Patient 1 that “two members of our

faciify staff acceesad your medical record without |

i
!
10, indicated the faciily was |
l

Identified non-compliance with hospital
policy and procedures will be
immediately reported to the HIPAA
Privacy and Security Officers for
investigation and reporting.

The audit results will be reported
quarterly to appropriate medical staff
and Quality Management System
meetings.

Monitoring will continue through
December 31, 2012.
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The facliity policy and procedure tiied

health information.

subdivision (a).

autharization.” The letter disclosed thet tha
access was to Patient 1's radiolegic exam In the
electronic medical record at the hospital,

"Confidantial Information” revised on January 6,
2011, indicated that the facility provides
protection of patiant confidential information as
required by law. The discussion and/or release of
confidential patient information must be limfted to
that which isnmarylocondudmnnai
hospital business. The employees sign ;
Employee Non-Disclosure Agreament indicating !
the employee will not access, review or view
patient information without a direct nesd for that
information In order to perform his/her job duties.

The facility poticy and procedure fitled "Privacy |
Practices” dated January 7, 2010, indicated the
patients have the right to privacy and protected

an ! :

Baged on the findings, the facility’s fallure to

! prevent uniawful or unauthorized access to

= Patient 1's medical information and abide by the
faciity's "Confidential Information” and "Privacy
Practices™ policy and procedures is a violation of
Health and Safiety Code section 1280.15.
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