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A000 lnlllal Comment 

The follawlng '9ftectsan Amended findings ofthe . 
.Department of Pubic Health during the . 
lnvastvatlon of an entity reported_Incident. · 

Entity reported incident number CA00281578 ­
Subst9ntlated 

Representing the Department:
S~eahCraus,RN,HFEN 

The inspeafon was Hmlted to the SJ)8Clflc entity 
reported incident investigated and does not 
represent the findings Of aful inspection of the ; . 

I facility. I 
f 

A 017 1280.18(8) Meafth & Safety Code 1280 · A017 

{a) Acllnlc. health faclllty, home health agency, or · 
hoeplca llcanaed pursuant to Section 1204, · 
1250, 1725. ~17~sl!an prevent unlawful or i 
unauthorized aCIClfilS8 to. WJd Laa ordlsdoeute of, l 
patiertw' medical Information, as defined fn : 
subdMeion (g) ofSection 58.05 af ttre Civil Code : 
and consi9tent'Mtf\ Section 130203. The 
depa,trnent. after1~.may 8SS86S an 
admlnlltnltMI penaly far a violation of this 
aectlon of up to twenty-five1housand doffa~ , 
($25,000) per patientwhose medical lnfOrrnaion i 
wn unlawfuffy orwithoutauthortzation accessed. j 
used, Clf cfieeloeed, and Up fD seventeen I 
thousand~ hundrea dollars ($17,500) per ! 
subsequent occuna,ce of unlaWful ar 
unauthortzed accaa, UN, ordlsdosure of that 
patfentl' medical lnbmation. For purposes of the 
lnval1fgatJr:x1, the depaltnaent shalt c:onSider the ! 
c:Rnlc's, health faCITrly's. agency's, or hOSpioe's 
hla1Dry of compliance wftt'I tNs eeoaon and othll" , 
related state and federal l1:8tUte9 and regulations, : 
the extent to Which the llty deteetSd Ylolationa : 

..

tors 

 

A017 

The following plan of correction indudes: 

Howthe correction (s) wf1I be accomprl.Shed. 
both temporan1y and permanently. 

Temporary correction of the fadlity'i failure to 
prevent unlawful or unauthorized acr:65 
lnduded: 

• lmmedrate restriction ofaccess to 
Patient l's radiologic exam in the 
electronic medical record (PACS system) 
was performed by ttie Director of 
Radiology. 

• Immediate restriction to Patient l's 
paper medfcal record was performed by 
the Director of Health Information. 
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and took pnwentali\te acuan to lmmedJat&ly . 
oorrect and prevetit past Violations from racurring. . 
and factDrl outside ilB c:ontrol 1hat restric:led the 
faality'1 ability mcomply wi1tt 1his seodon. The 
department lblll have 1\10 dicore11on to consider 
BIi factors when det&rmlnlng the amcurt Of an 
administrative penalty pursuant to tills sec.t.,n. 

ThIs Statute i!l notmet as evidenced t,y: . 
Baud on record l'9YieW and ln1enliaw, 1ha facility · 
falled to maintain the privacy and conftdemfallty of · 
Patient 1'a medical reaord. Two hospital : 
employees (Employee Aand Employee B), I 
inappraprfately ~ Patient 1'8 elecbQnic i 
rnedleal NICOfdl without 1he authorization of the i 
patient ; 

Findings: 

On January 24. 2011, an unannauncnd visit was 
made at tna facility to nvesttgate a fadllty 
rapor1ad tnc:tdent reg In patient 
hNlth information on 2010. The 
fac:Jltty letter'1 the Oecember 
6, 20101 lndlcaled that there was an Improper 1
aoce1S to Patl@nt 1's computl!d tanography (CT 
Scan) (lmaiglng method that uses x-rays to create · 
aoswectlanel plctunn of the body) results by 
two staff membara. 

Patient 1'1 cllnl~ record was reviewed on 
Janumy24, 2011, at 1:25 p.m. The AdmiasiOn 
Face Sheet ~t1wasadmftted to 
the faciJity on ......2010. 

The fa~ documenttilled -eondftlons Df 
•servical!I to Dcwney Ra;ional Medic:al Cen\ef: A 

~ and dated Patient 1 an 

• Presentation to 0.partment Managers 
on Federil and State regulations 
regarding protected patient information 
was provided on Dec. 2, 2010. 

• Employee A was interviewed and 
disciplined on Dec. 10, 2010. Employee 
A completed the corrective action as 
requested by the hospital on Ja".14, 
2011. 

• Employee B was interviewed and 
disciplined on Dec. 13, 2010. Employee 
Bc.ompleted the corrective action as 
requested by the hospital on Dec. 23rd 
and Dec. z4th. 

• All employeeswere required to sffJn 1he 
revised Emplayee Nondisclosure 
Agreement. 

• All empfoyees were required to 
complete the mandatory education on 
HfPAA and Health and Safety Code 
Section 1280.15 by June 30, 2011. 

Permanent correction of the facility's failure to 
prevent unlawful or unauthorized aCC!ss 
indudes: 

• All employees are required to sign the 
Employee Nondisclosure Agreement 
during their annual employee 
evaluation. 

• All employees are required to complete 
the mandatory education on HIPAA and 
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A017 COnttnued From page 2 	 . A (117 

2010 at 4:30 p.m., Indicated the faciritywas 
commitracl to protscdng the medical lnforma1i0n 
about the paUent. The facillywould obtain 1he 
petlent'swriUen authartzatlon to release 
Information orotherthan bac Information 
concerning the patient • 

Toe faeifrty'S statement Of ev@nt dateCI December 
e. 2010. indicated 1hat two ineflYlduals had i 
accessed the computed tomography (CT) exam ! 
(en Imaging method that uaaa x-raya to craata ! 
~ of1ha body) cf Patient 1 I 
on--201.Qto confinn that Patient 1 

I 
l 

had a CT a,cam done it the faclllty. Toe staffhad 
accessed efectronlcally the result of the CT SQln 
of Patient 1. 

The !mptoyea file for Employee A. a regitdered : 
nurse (RN) was l'8YlaWed at 1:60 p.m. The I 
•employee Nonatsclosure~menr dated July 1 
4, 201 O, wa aignsd by Emplayae A. The : 
document Indicated ·r wiD not accasa, review or l 
vklw patJent Information Without a dlre<;t need for l 
that information tn order to perform rrr, Job dutie9. : 
Imust have a "need to lcnow the protected · 
lnfcrmation" to Oblaln the inrormatlon." A NM89cl 
versiOn of the form was signed by Employel Aon . 
December8. 2010. I 

I
A"MemarandllTI" datacl December 10, 2010, was I 
laaued m, and acknowledged by, Employ9e A. : 
The Memorandum Indicated that Employee A ' 
was one of1he ltaffmemt>ers who opened u,e 
med'ical record of Patient 1, Violating the facllitfs 
ltrfct oom,:>l"iance p01JCies with respect to the 
petienfs plfVaey. The document lndfcl\ed that as , 
e heartttcara proreesJonai acceatoa patienfs · 
mecllcal raeord lheuld be wtthln the aoul"$9 and 
scope Of herJob dudes. 

.. 

Health and Safety Code section 1280.15 
on an annual basis by June 30th. 

• 	 Director of Health Information/Privacy 
Officer provides information on HIPAA. 
ORMC's Patient Privacy Practices, and 
Health and Safety Code section 1280.15 
at new employee orientation and has 
emptoyees sign the Employee Non­
disclosure Agreement. 

• Director of Health lnformation/Privaev 
Officer provides high risk areas with 
HIPAA. ORMC's Patient Privacy 
Practices, and Health and Safety Code 
Section 1280.lS information at their 
departmental meetings. 

Adesc:rfptlon of the monitorina proco,.s to 

prevent recumnce of the deflc:fency. 
Compliance will be monitored through systems 
and record audit as part of the Radiology 
Department's Performance Improvement 

program beginning on November 1, 2011. 

• 	 The Director of Radiologv wlll analyze 
and oversee the audit results. 

• 	 The monitoring measures lndude the 
followi,w: 
L Review ofar.ciess to Radiology PACS 

(Picture Archiving Communication 
System) by users and departments. 

2. Purpose ofthe access to individual 
records. 
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A 017' Continued Fram page3 ; A017 

The Employee file for Ernpfoyee B, rad"talogy 
ted'lnciogist. was nmevved at2:33 p.m. The 
"Employee Noncfisotosure.Agreement'' dated 
January6, 2009, ~ signed by Employee a. . 
The document Indicated "I will netaccaas, review · 
or view patient Information WlthOUt a direct need 
for that inr«matton in order1D perform myJob 
duties. t must have a~to know the 
protec:tad lnfonndon" to obtarn the infOrmation." 
A revised wr;tan or f1e tbnn was 991ed by 
Employee Bon December 2. 2010. 

A•Memorandum" dated December 10, 2010, was 
Issued~. and aeknaWI~ by, Employee B. j 
The Memoranclum lndlc8lad1h8l Employee A 1 

was one of1tl9 81aff' membena who opened the I 
medical reoam ofPatient 1, violating the faeiuty'I , 
str1C:l compliance policies with respect to the 
patienra privacy. The document indicated that as i 1 

a healthcare prafeNJonal, acc::ess 1r> a patient's , 
medical record should be within the course and I 
ar.:ope Of her job duties. 

Employee c. was intervllWld on Janumy 24. 
2011. at2:20 p.m. He atalld that he had asked a 
Slaff member1D possibly change Patient 1's 
NitM en the l'lospftal'a computer aa "also known 
as (}J(Atmprotect Patient 1's ldenttty. He was 
notrflad that Patient 1's radiology result was 
accaased by2 employees Without llrthor1zation. 
Employee C stated M during hie lntsrvlaw wttt, 
Employee Aand EmpJoyee B, 1he reason 9fvet1 i 
by botfl emptoyeee IO the Unauthorized aocest of ! 
~ radiolOgy raaultwa; -;st to establtsh" that ( 
Patient 1 was at the facirdy. : 

i 

A letlier sent by tt\8~ 1r> Patient 1, dated 
Oecember 11 2010, indfarted the facintywas j
lnfcrmin; Patlerlt 1 trlat "IWO members of aur I 
facllJty staffacel!!IHd your mecf1C81 reoord without 1 

• Identified non-compliance with hospital 
policy and prOCledures will be 
immediately reported to the HIPAA 
Privacy and Security Officers for 
investiaation and reporting. 

• The audit results will be reported 
quarterlyto appropriate medical staff 
and Quality Management System 
meetings. 

• Monitoring wiU continue through 
December 31, 2012. 

http:MEDIC.AL
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autttoriZation." ihe letter cflSClosed that tt,a , 
acceea waa to Patient 1's raciologlc exam ln 1he I 
eledronlc medical record at the hospHaJ. I 
The fdlty polley and pmoedure ti1led i 
"Confldenttal lnformatlOn" revtsed on January 6, , 
2011, lndlcated that the facility provides j
protection ofpa1Sent confidential inf'Ormation as , 
required by taw. The dfscusslon and/or release of
confldentlal patient information must be llmfted to 

I 
1that which Is net a ssar, to conduct normal i 

hoepllal business. The employaN eign an ! 
Empb/ee Non..OisclOsUre Agraarnant Indicating i 
tha ampcyee will not access, review or view 1 
patient lnfonnatiOn wtncuta direct need fer that ! 
Information In order to perform his/her Jc>b dutiM. / 

The faclf~ poHcy and procedun, titled "PriYacy 
Practices• aal'ad January 7, 2010, incficated ttJe 
patients haYe the rt,ht to privacy and prolllcted 
healttl Information. 

Baud on the fltldingS, the facllit.y's fcilure to 
prevent unlawfUI or unauthoriZed access to 
Patient 1's medlcal Information and abide by the 
ficllftys "Conftdantllll Information" and -Prtvacy 
~ policy and proceduteS iS a Violation of 
Health and Safety Code sectiOn 1280.15. 
SUbdlVialon (a). 
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